
Or, how I learned to stop worrying and love global 
threats. Welcome to the Institute for Advanced 
Technologies in Global Resilience. 
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  1   DETECTION
The institute’s marriage of automat-
ed rules to state-of-the-art technol-
ogy will allow for instantaneous re-
sponses to emergencies, greatly 
reducing the margin for human error 
and increasing the likelihood of sur-
vivability. In this scenario, a suite of 
nuclear, biological, and chemical sen-
sors mounted under the Verrazano  
Bridge in New York City constantly 
scans everything that travels under it.

  2    ASSESSMENT 
A container ship passes and a radiological device is 
detected. This triggers an automated chain of events 
to deal with the threat. The exact type of device, and 
the device’s capacity, is quickly determined. 

  3    ANALYSIS 
This information is fired off to a data-fusion center, which contains a baseline model for a generic 
nuclear attack on New York. The center automatically determines the status of emergency 
resources and seeks more information to begin modifying the baseline model to create a clear 
picture of what is going on. For instance, it will ping the National Weather Service to determine 
wind velocity and direction to prepare for and prioritize evacuations.
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And while Atta’s name appeared in different databases, those da-
tabases couldn’t talk to one another. What followed was plenty of 
hand-wringing and lamenting—if we’d only known.

But these things can be known and acted upon before it’s too 
late, and Stephen DeAngelis believes he’s found the key: resilience. 
That sounds a bit boring, but it means learning from and adapt-

ing to threats rather than being devastated by them. Its poten-
tial applications are wide-ranging and profound: strengthening 
the American economy, protecting against terrorist threats, and 
even fixing broken countries. “We can’t think up every asymmet-
ric threat. But we’re going to become so resilient that we’ll miti-
gate the danger,” says DeAngelis, who runs Enterra Solutions, a 

e tend to believe what we see on television. So when we watch 
government agents racing to thwart a terrorist plot, playing mae-
stro on the computer, tapping into every sort of real-time video 
feed or voice recording, and cross-referencing that with a half 
dozen databases at a half dozen agencies, we figure that surely 
this is possible. The government should be so lucky. Hollywood 
has the right idea, but it’s ahead of reality. People in the intelli-
gence community bristle at the notion that they don’t know how 
to “connect the dots.” They did trade information before the Sep-
tember 11 attacks. They knew about Mohammed Atta. They knew 
about plans to attack America with airplanes. But they didn’t 
have the capability to draw connections in a meaningful way. W

  4   RERENDERING
All information on the current 
threat is fired off to the supercom-
puters at the Oak Ridge National 
Laboratory, which adapts the mod-
el, issues a worst-case scenario, 
devises a plan by which to avoid 
this scenario, and quickly notifies 
assets to attack and disarm.

  6   SECURITY 
This scenario takes seconds, not min-
utes or hours. No meeting will take 
place. The usual approach to such an 
emergency—utter confusion and inco-
herent coordination—is superceded. 
And the system’s encrypted informa-
tion sharing prevents false alarms and 
meddling by bad actors.

  5   COUNTERATTACK 
Now the system alerts and allocates 
the people who will support the deci-
sions that have automatically been 
made—first responders, the Pentagon, 
intelligence agencies, and local, state, 
and federal governments—the so-called 
decision makers and action takers.

D E C E M B E R  2 0 0 6  E S Q U I R E   203



     

B+B
Q U E S T

BEST &  
BRIGHTEST  

2006

Stephen DeAngelis,
innovator

small technology firm in Yardley, Pennsylvania. 
This fall, Enterra teamed up with Oak Ridge National Laboratory, 

a Department of Energy site outside Knoxville, Tennessee, to form 
the Institute for Advanced Technologies in Global Resilience. Amer-
ica, the institute reasons, will protect itself best not by throwing up 
firewalls and digging moats but by becoming more connected, hy-
perconnected. The tighter and more far-reaching the network, the 
stronger its ability to absorb a vertical hit—like September 11, Hur-
ricane Katrina, or an outbreak of avian flu—and minimize the rip-
ples spreading across the country. The more resilient we become, 
the faster we respond and the faster we recover. 

The traditional way of preparing for disasters has been to draw 
up a few likely scenarios with possible outcomes and contingen-
cy plans. These might be packaged in binders and referenced in an 
emergency. But nothing goes as planned, and precanned responses 
are always less effective than conceived. Consequently, in times of 
dire emergency—such as September 11—hours are lost as men with 
shirtsleeves rolled up bark “What the hell is going on?!” into the 
phone. And sometimes the plan in the can just fails. After all, An-
dré Maginot developed an excellent plan for keeping the Germans 
out of France, and the Germans just walked around it.

The Oak Ridge institute is crafting a dynamic Maginot Line: 
Dubbed Resilience Net, the system will combine Enterra’s auto-
mation with a full array of the latest technologies available to sense 
threats, analyze them, and respond with appropriate actions. At one 
end are the sensors—nuclear, biological, chemical, cyber, and hu-
man intelligence. That information, anything from voice record-

ings and satellite images to passport scans at the airport, is pulled 
together in myriad models and simulations. Oak Ridge’s massive 
supercomputers, which can make trillions of calculations per sec-
ond, can rerender the data in real time, incorporating new infor-
mation and adjusting outputs. Contingency plans and countermea-
sures are sent to the relevant players—anyone from the 
cops and firefighters to the military and the intelligence 
community. In most cases, the system will use prepro-
grammed responses rather than waiting for a person to 
act on an alarm. “There is no human who is going to sit 
there and say, ‘I see this coming in; we need to take this 
action.’ You’d have guys lined up from here to eternity,” 
DeAngelis says. And in the case of a cyber attack, the damage would 
be done by the time someone saw the breach.

Squirreled away in an office building a half hour outside Phil-
adelphia, Enterra’s small staff of tech whizzes and programmers 
is breathing life into Resilience Net. They huddle around com-
puters writing language that translates regulations, laws, and 
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accepted business practices into au-
tomated rule sets—if A and B, then C. 
These rules, which might tell a busi-
ness how to order new parts or com-
ply with the Patriot Act, are amassed 
in virtual libraries as algorithms. The 

system can think and react, much the way your antivirus software 
detects a threat, sends in a report, and brings back a patch to fix 
the problem while it inoculates other systems. The rules decide 
what information needs to be analyzed and shared, then how to 
disseminate it to the right people. If a law changes, new rules are 
added to the library and the system updates and learns. Now the 

organization can act with minimal human involvement, and as 
new sensors, databases, or analysis techniques are developed, the 
overall network grows in strength. With different groups using 
the same rules library, translating information into code every-
one can understand, communication is streamlined. This is how 

you connect the dots.
But Enterra’s creature needs skin and bones, and Oak 

Ridge has the scientists. The laboratory was a key play-
er in building the first atomic bombs, which is fitting, 
because DeAngelis sees the new institute as another 
Manhattan Project, a group of disparate players com-
ing together to solve a special problem. Oak Ridge is 

well suited to the role. After the lab lost the spigot of cash that 
flowed during the cold war, it devoted itself to increasing Amer-
ican competitiveness, teaming with private enterprises to devel-
op new technologies. Companies working with Oak Ridge draw 
on a deep and unique resource pool—cutting-edge and hugely ex-
pensive facilities, some of the best minds in the country, and co-

Oak Ridge was a key player in building the first atomic bombs, 

It is Oak Ridge’s forest of 
Cray supercomputers that  
will apply Enterra’s rules 
to a million scenarios and 
spit out solutions while 
there’s still time to act. 

as another Manhattan Project, a group of disparate players  



     

operative agreements with top universi-
ty research departments. Give Oak Ridge 
a problem and it can probably solve it. Its 
$1.4 billion spallation neutron source can 
peer inside materials and map their atoms. 
Its electron microscopes can see to a ten 
millionth of a millimeter. And its banks of 
supercomputers can apply Enterra’s rules 
to a million scenarios and spit out solutions 
while there’s still time to act.

As DeAngelis tours Oak Ridge’s twen-
ty-thousand-square-foot computing floor, 
dreaming up possibilities, thousands of 
gallons of water gush through pipes in the 
floor, cooling the forest of seven-foot-tall su-
percomputers. Without that, they’d melt to 
the ground in about fifteen minutes. Some 
of them run so hard and so fast that their 
screws pop loose. DeAngelis, constantly 
pulling people from a wide range of disci-
plines into his orbit, is the supercomputers’ 
human counterpart in this scheme. He’s on 
the road two hundred nights a year. He’s put 
forty thousand miles on his year-old Jaguar 

as he builds his own algorithms, finding the right people with the 
right information to craft new scenarios and solutions. He imagines 
the institute as the hub of a wagon wheel anchoring the network.

Oak Ridge has been building its own networks for the past sever-
al years. In the hurricane-prone southeastern United States, the lab 
has been running a project to increase coordination between com-
munities to respond to threats and do away with problems like police 
and fire departments being hamstrung by different radio systems. 
At Fort Bragg, North Carolina, the lab is testing an integrated sen-
sor network that monitors high-security areas, tells first respond-
ers whether they need to send a police car or the hazardous-mate-
rials unit, and lets a gate security guard check a driver’s ID against 

watch lists. Lab researchers have employed weigh-station sensors 
that scan trucks electromagnetically. Different hazardous materi-
als show variations in density and distribution inside a trailer, and 
drawing on rules stored in the library, the sensor can differentiate 
the benign from the sinister. Take this several levels further and a 
sensor at the Suez Canal or the Verrazano-Narrows Bridge could 
scan every container ship for radiological material. They’re also de-
veloping much smaller mobile scanners for chemical and biologi-
cal agents. They’ve made sensors so small you can fit thousands on 
a postage stamp. Called microcantilevers, each is calibrated to de-
tect a different agent, from sarin or VX to anthrax. The tiny chips 
vibrate when they sense their specific threat. This is registered by 
a sensor, analyzed, and transmitted, all from a platform as thin as a 
business card and less than an inch square.

This is a race of sorts. Sooner or later, terrorists will use chemi-
cal or biological agents in America. And those aren’t even the scary 
ones. “Attacks with genetically modified threats are not a matter of 
if; it’s when. And you could do it for as little as $2,000. This is the 

poor man’s WMD. And it’s gonna happen,” says Richard Stouder,  
director of technology development and deployment for Oak Ridge’s 
National Security Directorate. “What if you coat anthrax spores 
with pollen? Detectors don’t register danger, but people inhale it.” 
Within several years, terrorists also may be able to hide a biologi-
cal agent inside a more benign virus, like the common cold, mak-
ing it undetectable by current methods. But if this could be de-
tected with a sensor that sees through the disguise, reading the 
telltale arrangement of proteins and sugars on top of the virus, the 
threat could be unmasked. To help steer this effort, the institute 
has brought in Timothy Block, a professor of microbiology and im-
munology at the Drexel Institute outside Philadelphia, who is do-
ing exactly this kind of work. 

Stopping biological attacks is big, but the institute is thinking 
bigger. If it can make a company more resilient, and then a re-
gion, and then the nation, why not the world? Enter Develop-
ment-in-a-Box, a prepackaged suite for building up failing states 
and postconflict or postdisaster countries. DeAngelis sees this 
as similar to increasing a company’s competitiveness, only on a 
much broader scale: Catalog the good procedures that developed 
countries use and translate them into rules, along with road maps 
for setting up everything from Internet and telecommunication 
systems to microlending programs. Include compliance require-
ments for groups like the World Bank and the International Mon-
etary Fund. Bundle up the software and hardware package, tweak 
the rules library to the specific country or culture, and it’s ready 
for export. People still must be trained to use the technology, and 
many countries will still face issues like corruption and crushing 
poverty, but the package moves the country that much closer to 
integrating with developed countries. To direct this effort, DeAn-
gelis has partnered with prominent strategist (and 2002 Best & 
Brightest honoree and Esquire contributor) Thomas P. M. Bar-
nett. It is Barnett, the senior managing director at Enterra, who 
brought Enterra and Oak Ridge together in the first place.

Interest in this concept is already high. “Iraq is not going to be 
the last country that is going to fail,” DeAngelis says. “If you have 

this capability and you see a failing state, a country on the verge of 
bankruptcy, you can present it with a precanned bankruptcy plan. 
Here’s the infrastructure; we’ll put this in place if you subscribe to 
transparency and the rules of the game. Now, we’re going to make 
the rules flexible for your particular country and your needs, but 
we’re not going to invest money in something where you’re going 
to be building Beta and we know you need VHS.”

The development strategy blends old-school State Department 
development with private ventures looking for stakes in new mar-
kets. With the promise of a country following an accepted play-
book, companies may be more willing to enter postconflict or post-
disaster zones earlier, confident that their investments will bring 
returns. All of this, of course, is predicated upon people adopting 
this global-resilience vision and infusing massive amounts of cash 
and resources to give it life. But, DeAngelis says, “the alternative is 
to give up. No one is saying this is going to be easy.”

Meanwhile, the Institute for Advanced Technologies in Global 
Resilience is just getting started.
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which is fitting, because DeAngelis sees the new institute  
coming together to solve a special problem. 


